
H. Dortoh
Office

445 |
w

Ghattdrbox I
c{mpliance

Please call

Halpern, Esq

ofthe Secnetary
Communicatiqns Comrriission
st. s.w.

, DC 2055fl

Please find the attached
.") Complianoe Certificz

questions regppding
rn for l
filing.

t057711 . .Pur
-9695.

O. Box 1
et4-428

P.
T'br: 206-4



STATEMENT REGARDING OPERATING PROCEDURES TMPLEIMENTING 47 C.F.R.
SUBPART U GOVERNING THE USE OF CUSTOMER PROPRIETARY NETWORK

TNFORMATTON (,,CPNt")

Protel International, LLC ("Protel") has estabiished policies and procedures to assure compliance
with Part 64 of Title 47 of the Code of Federal Regulations, Subpart U - Customer Proprietary
Information ("CPN|') $ €i4.2001et. seq. of the Commission's rules.

Protel operates primarilll as a provider of wholesale international servicels, and provides retail
services only to business customers. Provisions regarding the treatment of customer CPNI by
Protel are specifically a<ldressed in customer contracts, and each busin,ess customer is assigned
its own designated account representative.

l. Notice Required For Uise of CPNI

Protel has not provided notification to its customers and has not asked fbr approvall to use CPNI
because Protel does not use CPNI outside of the areas that are allowed without customer
approval. Protel does nolt share customers CPNI with any joint venture partner, inclependent
contractor or any other third party.

ll. Safequards on the Disclosure of Customer Proprietary Network Information. Protel has
procedures in place to assure that customers are properly authenticatecl prior to disclosing CPNI.
Protel provides service only to other wholesale providers and business customers. Each Protel
customer has a dedicateld account representative, and issues of CPNI protection are addressed
in each customer's contmct with Protel.

lll. Notification of Custorn eaches. - In the case of a
breach, Protel will as soon as practicable, and in no event later than seven (7) business days,
after reasonable determination of the breach, electronically notify the Unrited States Secret
Service (USSS) and the Federal Bureau of Investigation (FBl) through the FCC link at
h ttp ://www. fcc. gov/eb/cn, n!.

(a) Notify customers only after 7 full business days have passed after notification to the USSS
and the FBI unless the LI$SS or FBI has requested an extension.

(b) lf there is an extraordinarily urgent need to notify affected customerrs or the public sooner in
order to avoid immediater and irreparable harm, it will be done only after consultation with the
relevant investigating agency. Protel shall cooperate with the relevant in'restigating agency,s
request to minimize any adverse effects of such customer notification.

(c) Maintain a record clf any breaches discovered, notifications made t,o the USS{} and the FBI
and notifications made to customers. The record will include if available, dates of dirscovery and
notification, a detailed derscription of the CPNI that was the subject of ther breach, and the
circumstances of the breach. Protel shall retain the record for a minimum of 2 years.

(d) Include a summary' of the breach in the annual compliance certificerte filed with the FCC.
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l,-E_lsa Uhl, certrfy thett I am an officer of Protel International, LLC ("Protel") and acting as an agent
of Protel, that I have personal knowledge that Protel has established operating proce?ures that
are adequate to ensure compliance with the commission,s cpNl rules. see q7 

'c.r.n. 
s: 64.2001

et  seq.  ' ' "  " '  ' - ' - - '

Attached to this c.ertilication is an accompanying sbfement explaining how protel's procedures
en$ure that it is in compliance with the requliernents set 'forth ih sectiin H.2001 et ieq of the
Cornmissionis rules.

: t :

Protel has not taken iany actions (proceedings,tliiiutuO orr petitions nr*O uV a company aieittrer
state commissions; the court system, or atthe,Commissioh against data brokers) against data
brokers in the past year. Companies must report on any information that they have ivith respect
to the processes pretexters are using to attempt to access CPNI, and what steps companies are
taking to protect CPhll.

Protel has not receivecl any customer complaints in the past y"a, 
"oni"rning 

the unrauthorized
refease of CPNI. :


